KAK SALLUNTNTbCH
OT KWBEPMOLUEHHWYHECTBA:

[TPABWJTA BESOITACHOCTW
B KWBEPINPOCTPARHCTBE




KNBEPIPECTYIHOCTDb —

He3aKoHHaA OeATEeNIbHOCTb, B paMKaX KOTOPOW aTaKYyITCA KOMIMbIOTEPHbIE CETUN, CMaAPTMOHbI N OpYyrmne yCTPOonCcTBa
018 OOCTVXKEHUA JINYHbIX, KOMMEPYECKUX NN NONINTUYECKUX LiENE.

OCHOBHblE€ Pa3HOBUOHOCTUN KNGepnpecTyniaeHnin:

MOLLEHHNYECTBO XULLEHWE N NCMOSIb30BaHME
C NCNOJIbSOBAHNEM NMNYHbIX OaHHbIX, HAaNpUMep
9NEKTPOHHOW MOYThI naposien oT couceTen

N OPYrMX NHTEPHET-PECYpPCOB N MECCEeHOXXepPOoB

Kpax<a gaHHbIX NJflaTeXHbIX
KapT 1 gpyron dHaHCOBOW
NMHdOPMaLNK

LLHaHTa>XX N BbIMOINaTE€J1IbCTBO, noJiydeHume

B TOM 4HuncCle Cc npuMeHEHNEM HECAaHKLUMNOHNPOBAHHOIO OHJ'I8I7IH-TOpFOBJ'IFI
crneunalibHbiX BPEOOHOCHDbIX AOCTYMNa K IrocyapCrB€eHHbIM 3alfnpeuweHHbIM TOBapaM¥
nporpaMmm NJin KopnopatTnBHbIM aHHbIM




CTATUCTNKA KUBEPIPECTYITHOCTW 2z

«Knbepartaku n @oaKTbl ANCTAHLMOHHOU KPAXU AEHEr Y rpaXOaH QOUKCUPYIOTCAH YalLle,
QO KDUMWHAJIbHbIE CXEMbI, B TOM YUCJI€ 10 BbIBOAY HE3AKOHHO MOJIy4eHHbIX CPEACTB,
MOCTOAHHO MeHArTCcA», — rnaea MBI, Poccun Bnagnmumnp Konokonbues.

B 2022 ropny B 2023 roay

494 000 KnbepnpecTtynieHNn 6onee 600 000 knbepnpectTynsieHUI




CAMbIE PACITPOCTPAHEHHDBIE 'z
CXEMbl MOLWEHHNYECTBA

O63BOH rPeaxxngaH ot MUMEHN MpPaBOOXPaHUTEJIbHbIX OpraHOB UJIN baHKOB

CospaHue danblumsbix (ULWLMHIOBbIX) caliToB OA NONyYeHUA OOCTYNa
K KOHouaeHLanbHbIM gaHHbIM MOJIb3OBaTENEN
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L ¥
NHTEPHET-pecypcax

B3noM NMMYHbIX aKKayHTOB MOJIb30OBaTENIEN N PaCChlfIKa COOBLLLEHNN

JloTepen, BUKTOPUHbI, MOOeObl B KOHKYPCaX, rOe HYyXXHO 3arnfaTuTb KHanor
Ha BbINTPbILL» NN KKOMUCCUIO 3a OOCTaBKY Npmn3a»




HOBbIE CXEMbl MOLUEHHNYECTBA

Ilponnepbl — noacTtaBHblIE NMLUA, HA KOTOPbIX OOPMIIAIOTCA
6aHKOBCKUME KapThbl, Kyga TefiedOHHble MOLUEHHUKW BbIBOOAT
YKpaOeHHble OeHbIN

CospnaHune nogpoenbHbIX Telegram-akKkayHTOB U UMUTaUNA

ronoca 6nNnM3KMxX nogen nan Konner >XepTBbl C MOMOLLLbIO
HenpoceTen



[MTPABUJIA KWBEPBESOIACHOCTW

Ecnn c Hem3BecTHOro HomMepa 3BOHUT Hukomy He coobuiariTe
COTPYOHUK DaHKa, NpaBOOXPaHUTENbHbIX CBOW NMacnopTHble OaHHbIe

OpraHoB UJ1 rOCyﬂ,apCTBeHHOVl v CbVlHaHCOBble cBeneHuma
opraHnN3aunmn ¢ COMHUTEJIbHbIM

npensioxXeHnem 1 TpedyeT BbICTPbIX
O0enNCTBUN C PpUHaHCaMK, NONOXKNTE TPYOKY He ny6nukynTe

KOHUOEHLMaNnbHble OaHHblIE
B COLLCEeTAX U1 Ha canTax

Ecnn nooo3peBaeTe, UTO BaM 3BOHUT

MOLLUEHHUK, Nepe3BOHUTE B BaHK UM He xpaHunTe paHHble

KOHTaKT-LUEHTP BeOOMCTBa, COTPYOHUKOM 6aHKOBCKUX KapT

KOTOPOro npenctaBnAncAa 3BOHALLNNA N piN-KOObl HA KOMMNblOTEPE
NN B CMapTdOHe




[MTPABUJIA KWBEPBESOIACHOCTW

3aluLLLanTe CBOM akKKayHTbl C MOMOLLLbIO
OBYX3TarnHOW ayTEHTUMPUKAL NN B TEX
cepBuUcax, rge sTo BO3MONHO

He BBOOUTE NNYHbIE N PUHAHCOBbLIE
OaHHble Ha COMHUTESNIbHbIX canTax
N He nepexoguTe no Cchlfikam

N3 NOOO3PUTENbHbLIX MNCEM

YcTaHOBUTE aHTUBUPYC Ha BCe

YCTPOWCTBA 1 PErynapHoO ero
OOHOBIANTE

CoBepLuanTe NOKYMKN
B MUHTEPHETE TOJIbKO
Ha NPOBEPEHHbIX canTax

He ncnonb3ynte CrINLLKOM
NpPOCTble Naponu

N OOMHaKOBble Naponu onA
Pa3HbIX YYETHbIX 3anncen



HALEXHOCTDb INMAPOJIA
N HEOBXOOVMOE BPEMA OJ1AH EIO B3JIOMA

Mpu ncnonb3oBaHUM MeToda nonHoro nepebopa (6pytdopc)

Uucna n 6ykBbi

Uucna, 6ykBbl B HU)KHEeM
Tonbko yucna B H)KHeM ¥ BepXHeM
CHMMBOJIOB perucrpe ¥ BepXHeM perucrpe S BepXHeM perucrpe, CUMBO/IbI
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ECJIN CPELCTBA Y XXE
[NMEPEBELEHbI MOLUEHHNKAM

3abNIOKNpPYNTE KapTy C MOMOLLLbIO MOOWJIBHOIO NMPUOXXEHUA, INYHOTO
KabnHeTa Ha canTe 6aHKa Nan Yyepes3 KOHTaKT-LeHTp 6aHKa no TenedoHy

B TeueHmne cyToK nocrsie nosy4eHmna coodLeHna o CncaHnm cpencTs
HanuLwuTe 3aABJfIeHNe B oTaeNleHne 6aHKa 0 Hecornacum c onepaumnen

O6paTuTtechb ¢ 3aABNEeHNEM O XULLEHNW OeHer B Jlloboe
oTOoesieHne Noanumn




bnarogapum

3a BHUMaHue!

CTtaHeM nydwue pniAa Bac.
[TopenunTecb BNneyatneHnamu!
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